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When Dorothy said, “There’s no place like
home,” she couldn’t possibly have imagined
our current predicament: For some people,
there’s no place other than home.
Thanks to the global health crisis, millions of employees are working
remotely at least some of the time. Originally, this arrangement was
viewed as a temporary measure to slow the spread of COVID-19, but
as the months pass, many organizations are considering making
remote work permanent.
There are many benefits to working from home, including
employees saving time and money with no long commutes or
expensive lunches out, but this new way of working also presents
its share of security challenges. When COVID-19 sent everyone
ducking for cover, corporate IT departments scrambled to throw
together makeshift security infrastructures to give employees secure
access to company files and applications. But opening up corporate
networks to more, less secure access points significantly increased
their attack surfaces.
Millions of additional remote endpoints also created new
vulnerabilities for cybercriminals. With more personal devices
being used to access company resources, hackers have easier access
to business-critical information that is shared in email and more
opportunities for successful phishing/social engineering attempts.
In this guide, we’ll take a deeper dive into these remote work-based
vulnerabilities and discuss strategies to help your organization
maintain data security and protection with employees working
from home.

Millions of additional remote
endpoints also created
new vulnerabilities for
cybercriminals.
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How Did We
Get Here?
Prior to COVID-19, only 3.6 percent of U.S.
employees worked remotely at least part-time.

Working from home was more of a perk than a business model, so early remote
employees were mostly white-collar, highly paid “knowledge” workers, such as
corporate executives, IT managers, and insurance underwriters.
Then COVID-19 became a catalyst for huge changes. By April 2020, more than 62
percent of employees worked from home, and not just high-level employees.
Essentially, anyone who could do their job on a computer was sent home to work.
The transition happened practically overnight, without adequate time to design
and implement appropriate infrastructure and policies or to procure secure
laptops and other necessary equipment. Employees were sent home to work on
personal, often shared, devices on their personal, often unsecured, Wi-Fi. This
less-than-ideal setup brought a host of security risks even beyond remote workers
storing critical company data on personal devices with minimal protection.
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The wave of new remote endpoint devices operating within the same
company network was like the Bat-Signal for cybercriminals. Almost half of
the businesses surveyed in a recent Forrester study reported at least one
business-impacting cyber event related to COVID-19 as of April 2020.
Microsoft Office 365 is another potential weak link in the rapid shift to remote
work. More than 50 percent of companies use Office 365 for email, and an
unimaginable volume of business-critical information is stored and shared
within Office 365 applications.
Microsoft’s shared responsibility model means the data isn’t backed up or
secured by Microsoft, so the onus is on the organization (and employees) to
ensure files and applications are being properly stored and backed up, even
when employees are working outside of the physical office network.

Almost half of the businesses
surveyed in a recent Forrester
study reported at least one
business-impacting cyber
event related to COVID-19 as
of April 2020.
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For IT Professionals:
Protecting Your
Organization’s Data with
Remote Employees
When most, if not all, of an organization’s employees move to
a remote work model, many company processes and policies
must be amended to fit the new circumstances.

For IT professionals in particular, a shift from on-premises to remote work
means overhauling secure access to company data and resources and revisiting
employee expectations, company security policies, and employee provisioning
and deprovisioning.

Policies and Procedures
Most organizations outline official policies and employee expectations in the
company handbook. When a significant portion of the staff begins working from
home, these policies need to specifically address the expectations and rules for
working in that environment.
To ensure a secure, productive remote workforce, introduce the new policies
and expectations as an extension of company security and training protocols. Be
explicit about how remote work differs from working on-premises, and implement
metrics to measure the progress and efficiency of tasks.
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These metrics not only provide visibility into employee actions, which helps
maintain security and productivity, but they also help ensure the company
continues to meet its business objectives.
IT is also responsible for provisioning work computers and other devices for
remote workers. Depending on the available budget and the speed at which
the transition out of the office needs to happen, this may involve setting up
personal devices for business use.
Any use of personal devices for work (or work devices for personal activities)
increases the risk of cyberthreats such as ransomware and other phishing/
social engineering attacks. IT will need to address these threats with
additional anti-malware tools as well as education for all remote employees.

Make sure to test newly
remote employees’ access
to the company network and
applications as soon as possible
so they can get to work with
minimal lag time.

To make onboarding and offboarding employees in a remote work
environment as secure and as painless as possible, IT needs to be extra
thorough. Make sure to test newly remote employees’ access to the company
network and applications as soon as possible so they can get to work with
minimal lag time.
Provide frequent training opportunities to help maintain employee
productivity, especially for those unaccustomed to remote work. Be sure to
include security-focused sessions to educate all employees on cyber hygiene
best practices when working from home.
As the global market continues to adjust to the pandemic, we may continue
to see large-scale layoffs. Having a remote employee offboarding process
nailed down is crucial to mitigate security risks. Emotions run high during
rough times, so it’s essential that access to company systems and applications
is revoked immediately when an employee separates from the company to
avoid potential retaliation.
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Access Management
Managing access to company data, systems, and applications is perhaps the
biggest challenge IT faces when creating a security strategy for a remote work
environment. Employees still need access to business-critical applications,
and it is IT’s job to determine the safest way to let them in.
Corporate VPN is the most straightforward way to allow remote access to the
company network, but VPNs have well-known security vulnerabilities, and
cybercriminals are experts at exploiting them.
Identity and access management (IAM) frameworks and methodologies
can help beef up security by allowing only the right people to access the
right resources under the right conditions. IAM minimizes the threat of
unauthorized access using privileged access management, Zero Trust
initiatives, and secure login capabilities including single sign-on, multi-factor
authentication, and risk-based authentication.
These technologies make remote users prove that they are who they say
they are and that they are authorized to access the resources and systems
they are requesting. If your organization sets up robust authentication and
authorization check points, cybercriminals will have a much harder time
getting into your network—and if they do get in, they can’t get to the
“good” stuff.

Considerations for IT Business
Decision Makers
Remote work has implications for IT beyond the technical aspects. IT business
decision makers also have to consider everything discussed above, but they
look at it through a financial impact filter.
The potential ramifications of a poorly executed remote workplace
infrastructure could result in huge financial losses brought on by lost revenue
and lost data.
Lost revenue provides the most direct hit to the company bottom line,
whether the loss is incurred through low employee productivity, downtime as
a result of a cyberattack or network malfunction, or loss of customers.
However, lost data can also have a significant impact on company finances.
Depending on the industry, data loss or exposure can result in large
compliance violation fines, as well as legal fees and lost customers as a result
of a failure to properly protect user data.
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Recommended Tools and Solutions
For IT teams tasked with protecting company data, systems, and
applications in a new remote-based work environment, being proactive is
the best strategy.
Don’t try to do it all yourself. Invest in a centrally managed cybersecurity
and data protection solution that includes enhanced threat detection and
response, immutable backups, on-site and off-site disaster recovery, and
more to secure remote access to the company network and ensure systems
and applications are available if needed.
Be sure your data protection strategy incorporates your backups. Some
modern ransomware can encrypt backups if they are attached to the network,
rendering the backups useless for disaster recovery. Storing a copy of your
backups off-site, preferably in the cloud, is essential to business continuity
and recovery after any unplanned outage.
Open lines of communication throughout the organization are essential
for a remote work environment to succeed. To keep employees connected,
look for collaboration tools with text, voice, and video options to make
communication as frictionless as possible.
It’s important to remember that humans are, well, human. Given the current
cybercrime climate, it’s likely that employees will receive suspicious emails,
and some may even click bad links.
A rapid response is crucial to minimizing damage from a cyberattack. Be
prepared to act fast by providing a single location to report suspicious
activity or potential phishing emails, such as a dedicated IT support email, a
dedicated messaging group, or a Slack channel. Then educate all employees—
from the C-suite to the interns—on the proper protocol to follow if they
suspect an email is malicious or they clicked something they shouldn’t have.
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For Remote Employees:
Working from Home
Safely and Securely

Be extra vigilant about opening web links, email attachments, or other
messages. Cybercriminals are targeting remote workers in the wake of
COVID-19. Go the extra mile with due diligence when surfing the internet
or opening emails.
Only use approved technology. IT needs you to do your part to secure
access to the company network, so stick with the equipment and
software IT signs off on.

Although IT does most of the heavy lifting when it comes
to securing company data, systems, and applications
from the threats introduced by remote working,
employees also have a responsibility to the organization
to make smart choices.

Follow your company’s policies, procedures, and guidance. These
policies and guidelines are well researched and IT-approved. Resist the
urge to go rogue.

No matter how professional your home office setup looks, the reality is that
working from home is not equivalent to working in an actual office. There
are certain challenges inherent to remote work that contribute to increased
security vulnerabilities.

Keep sensitive conversations (verbal and virtual) confidential.
Treat business conversations in your home office with the same level
of integrity you would in your work office.

For example, using personal devices for work on a residential Wi-Fi network
is far less secure than using company equipment from inside a top-of-the-line
firewall. But if you follow the remote working best practices to the right, you
can do your part to keep the company safe while you are working from home.

Use strong passwords and change them regularly. Consider using
a password manager with a strong master password, like three
random words and a combination of numbers and symbols (e.g.,
turt!3Yarnh@mmer). Change the master password regularly for
extra protection.

Secure printouts and hard copies. Keep sensitive documents in a locked
file cabinet and shred them when you no longer need them.
Don’t mix company data with your personal data. If you must use your
personal devices for work, keep work data separate from personal data so
you don’t inadvertently keep confidential company data longer
than necessary.
Keep software up to date. Unpatched software is responsible for some
of the largest data breaches to date, including hits on Equifax, Marriott,
Home Depot, Target, and JP Morgan Chase. Keeping software and
applications up to date is a key part of securing company data at home.
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Looking Ahead
to What’s Next
Uncertainty is currently the name of the game. But if businesses
are going to get back on track quickly, we need to start looking to
the future, even if we’re only able to do so tentatively.

One topic that has to be a part of the “What’s next?” conversation is the security
implications of transitioning workers from remote work back to on-premises. For
example, during the past several months, many employees’ work devices may
have been used for personal reasons and by people other than employees, which
increases the risk that they were infected with malware. Here are four steps IT
teams can take to safely transition employees and equipment back into
the building:

1

Ensure remote users understand the transition process:
Moving employees back on-premises isn’t as simple as turning on
the lights and plugging in the coffee maker. IT and other business
leaders need to work together to create a formal re-entry plan
that covers timelines, policies, and processes to ensure a smooth
transition. Communicate this plan to all employees, and urge
patience because IT resources will be in high demand.

2

Identify all new device assets: The rapid transition to remote
work may have been chaotic and poorly documented, so you may
not know what equipment went where. It’s also likely that the
company purchased new devices, such as printers and laptops,
for remote workers. Be sure to inventory company-owned devices
and equipment as they come back in so you know what assets the
company now has.

3

Track all device assets: This step is kind of like contact tracing for
company equipment. Speak with employees to find out who used
each employee’s work devices while they were working remotely
and where the devices were used. For example, did an employee’s
nephew use her laptop to play Fortnite at the local coffee shop?
Then thoroughly check all devices for malware. To encourage
full disclosure, be sure to let employees know there will be no
repercussions for letting an unauthorized user access their
work device.

4

Plan for how to deal with excess hardware securely: If the
company purchased laptops and other equipment that is
redundant in the physical office, you’ll need to decide how to deal
with the extras.

Communicate this plan to all
employees, and urge patience
because IT resources will be in
high demand.
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If you decide to store excess hardware for potential future use, you will need
to find a secure location, like a locked closet or cabinet, until the equipment
is needed again. If you decide to sell or donate the extra equipment, you will
need to wipe each device clean to prevent unauthorized access to company
data and applications by the new owner.
For many companies, remote work will be the standard for the foreseeable
future; some, such as Twitter and Square, have already decided to make the
change permanent.
Whether working from home is your organization’s short-term plan or you’re
starting to think about what a long-term remote working strategy looks like,
the tips for maintaining data security and protection with remote employees
that we discussed throughout this guide are a helpful resource for IT teams
navigating these unfamiliar waters.

To learn how Arcserve can help you
meet your remote work security
and data protection goals, get in
touch below.
LEARN MORE

