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EXECUTIVE SUMMARY
The ability to recover from (or preferably avoid) disasters is an essential element of
any organization’s IT infrastructure planning because of the potentially debilitating
impact of system outages on an organization’s operations, its ability to generate
revenue, and the ability for its employees to remain productive. Incidents that lead to
these consequences include human error, ransomware attacks, power outages, major
weather events, earthquakes, terrorist actions, and other events that disrupt normal
business operations. While these types of incidents vary widely between regions and
in individual years, a few recent examples highlight the extent of the problem:
•

Maersk, which ships one in seven ship borne containers worldwide, suffered a
global outage in June 2017 after its systems were infected by the Petya
ransomwarei.

•

In March 2017, a command typed incorrectly in an Amazon.com billing system
caused a five-hour outage for some Amazon Web Services’ serversii.

•

A contractor who unplugged a power cord at a British Airways data center in
June 2017 caused flights to be cancelled for 75,000 passengersiii.

•

Hurricane Irma caused power outages for nearly 3.8 million customers in Florida,
many of them suffering outages for more than a week following the stormiv.

Consequently, organizations must have a way to recognize and rapidly recover from
the various events that can take down key IT systems, sometimes at only a moment’s
notice:
•

Human error in the IT department or elsewhere in the organization.

•

The wide range of IT problems that can occur, such as configuration errors,
upgrades that don’t work as advertised, server failures, DDoS attacks, etc.

•

Widespread disasters like earthquakes or storms.

•

More localized incidents that occasionally occur around construction sites or in
the electrical grid.

•

Logical disasters like ransomware attacks.

Ideally, decision makers will implement a disaster recovery capability that makes
outages as invisible as possible to end-users.

The ability to
recover from
(or preferably
avoid)
disasters is an
essential
element of
any organization’s IT
infrastructure
planning.

KEY TAKEAWAYS
•

Most decision makers currently consider disaster recovery to be “absolutely
essential” to their business. Over the next 12 months, a substantially greater
proportion of decision makers will hold this view.

•

Recovery Point Objectives and Recovery Time Objectives are getting substantially
shorter over time, indicating that rapid recovery from outages of various types is
becoming a higher priority for decision makers. Moreover, not only are decision
makers focused on rapid recovery from failures, but also the need to lose as little
data as possible is becoming a higher priority.

•

There are multiple drivers for implementing robust disaster recovery capabilities,
but the ability to recover from ransomware attacks is considered to be an
“absolutely essential” role for disaster recovery by a large proportion of decision
makers.
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•

Disaster recovery that enables full access to all business applications within a
very short period of time is viewed as essential by a growing proportion of
decision makers.

•

Getting budget approval for disaster recovery initiatives is generally easier after a
major weather, ransomware or similarly damaging event.

•

Disaster recovery solutions are increasingly moving to the cloud at the expense
of on-premises solutions, but most organizations have implemented hybrid
solutions that combine the best elements of both.

ABOUT THIS SURVEY REPORT
During October 2017, Osterman Research conducted a survey of 125 organizations
that have between 210 and 2,500 employees. In order to qualify for the survey,
organizations had to have deployed a disaster recovery solution, have established
disaster recovery practices, and the individual surveyed at each organization had to
be knowledgeable about the disaster recovery solution and processes.
This survey report was underwritten by Arcserve; information about the company is
provided at the end of this paper.

THE DRIVERS FOR DISASTER RECOVERY
PREPAREDNESS
MOST VIEW DISASTER RECOVERY PREPAREDNESS AS
CRITICAL…AND BECOMING MORE SO

The survey conducted for this white paper found that two-thirds of organizations
consider disaster recovery for critical systems to be "absolutely essential" to their
business, as shown in Figure 1. Another 32 percent of organizations – almost all of
the remaining organizations – consider disaster recovery to be "important."
Figure 1
Views on Disaster Recovery for Critical Systems
2017 and 2018

Source: Osterman Research, Inc.
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Also, as shown in Figure Q5-6, disaster recovery is becoming even more important
over time: by late 2018, more than three-fourths of organizations will view disaster
recovery as absolutely essential, while almost all of the remaining companies will view
disaster recovery as important.

KEY DRIVERS FOR DISASTER RECOVERY PREPAREDNESS
Although disaster recovery is a best practice that every organization should
undertake, there are a number of important drivers that inform how decision makers
approach both the importance of, and reasons for, implementation of disaster
recovery solutions:
•

Recovery Point and Recovery Time Objectives are getting shorter
It is important to determine just how much data loss is considered “acceptable”
following a disruption. An organization may determine that it can afford to lose
substantial amounts of data following an outage, and so can afford to establish a
Recovery Point Objective (RPO) that follows the outage by a substantial length of
time. However, most organizations will likely find it unacceptable to lose a
substantial amount of data, and so will want to establish an RPO that is relatively
short. In other words if the RPO is “x” hours, that means that the business is
willing to accept the loss of that many hours of business activity – which our data
clearly demonstrates is becoming less tolerable over time.
Closely related to RPO is the Recovery Time Objective (RTO), which involves
determining how much time between the commencement of an outage and
recovery is acceptable.
As shown in Figure 2, the RTO is a mean of 436 minutes in 2017 and the RPO is
a mean of 500 minutes for critical systems and applications. However, our
research found that both will be falling significantly by late 2018, to mean values
that are both less than one-half of what they were in late 2017. Even when
evaluating the median values for RTO and RPO, we found that the median values
for both are 120 minutes in 2017, falling by one-half to 60 minutes each in late
2018.

Figure 2
Mean RTO and RPO
2017 and 2018

There are a
number of
important
drivers that
inform how
decision
makers
approach...
disaster
recovery
solutions.

Source: Osterman Research, Inc.
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•

Disaster recovery is viewed as essential in recovering from
ransomware
Dealing with ransomware is a leading priority for IT decision makers in most
organizations given the debilitating impact that ransomware can have on an
organization. There have been thousands of major ransomware attacks
worldwide over the past few years that have shut down or seriously impacted
hospitals, shipping companies, police departments, city governments and other
organizations.
Although the ideal would be to prevent ransomware in the first place, the best
way to recover from a ransomware infection is to have recent backups so that
infected endpoints can be restored to a known good state as quickly as possible.
As a ransomware-remediation capability, disaster recovery is viewed as
"absolutely essential" by more than one-third of survey respondents, while
another 46 percent view disaster recovery as "useful" in helping to recover from
ransomware, as shown in Figure 3.

Figure 3
Views on the Role of Disaster Recovery in the Context of Recovering
Quickly from Ransomware

Source: Osterman Research, Inc.
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•

Disaster recovery is becoming a more critical priority
The survey asked respondents about the three most important applications that
they operate, and the amount of data loss that could be tolerated in each:
"none", "minimal" or a "reasonable" amount. Not surprisingly, we discovered that
the more critical the application to an organization, the lower the tolerance for
data loss that occurs within it.
As shown in Figure 4, 46 percent of respondents told us that they could tolerate
no data loss from their most critical application, 39 percent told us they could
tolerate only minimal data loss from their second most important application, and
26 percent could tolerate no data loss from their third most important
application. The proportion of organizations reporting that they could tolerate
only a minimal or reasonable degree of data loss was inversely related to the
important of the application.

Figure 4
Tolerance for Data Loss from Organizations’ Most Important, Second Most
Important and Third Most Important Applications

Disaster
recovery is
becoming
more
strategically
important
over time.
Source: Osterman Research, Inc.

•

Decision makers increasingly need rapid recovery for key applications
When disaster recovery is viewed at a high level in the context of its importance
for recovering rapidly from outages versus balancing this capability with the cost
of doing so, we found that disaster recovery is becoming more strategically
important over time. As shown in Figure 5, we found that in 2017 the vast
majority of organizations want to balance disaster recovery's costs with the
ability to recover quickly from outages. By late 2018, while most organizations
will take the same view, the proportion of them that give preference to rapid
recovery despite its much higher cost will increase significantly, from 18 percent
to 26 percent of organizations.
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Figure 5
Overall View on Disaster Recovery
2017 and 2018

Source: Osterman Research, Inc.

•

Weather, power outages and ransomware are important in motivating
organizations to implement proper disaster recovery
The moniker "disaster" recovery clearly implies that the primary role of its
technologies and capabilities is to enable organizations to recover from various
types of disasters, such as major weather problems, earthquakes, power outages
and other disruptive events. Clearly, these traditional drivers for disaster
recovery continue to be important to decision makers: the research found that
for about one-half of the organizations surveyed, gaining budget approval for
disaster recovery initiatives is substantially easier after a major problem has
occurred, as shown in Figure 6. For only one in eleven organizations does such
an event have no influence on decision makers' willingness to approve disaster
recovery expenditures.
The fact that decision makers can be moved to take budgetary action on disaster
recovery initiatives in response to disruptive events indicates that a) disaster
recovery is viewed by most organizations as highly important for maintaining
business continuity, and b) decision makers are not yet as proactive as they
should be (by approving budgets for improved disaster recovery before they’re
actually needed).

©2017 Osterman Research, Inc.
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Figure 6
Is Getting Budget Approval for Disaster Recovery Initiatives Easier After a
Major Event Like a Natural Disaster, Major Weather Event or Ransomware
Attack?

Source: Osterman Research, Inc.

OPTIONS FOR IMPLEMENTING AN EFFECTIVE
DISASTER RECOVERY PLAN
CLOUD-ONLY DEPLOYMENTS ARE GROWING RAPIDLY

There a number of means by which disaster recovery solutions can be implemented,
but our research found that the vast majority of organizations have deployed a hybrid
solution that employs both on-premises and cloud-based elements, as shown in
Figure 7. For example, while 36 percent of organizations have a disaster recovery
solution deployed solely on-premises and eight percent have a solution only in the
cloud, the remaining 56 percent have deployed a hybrid solution with elements of
both. However, by late 2018 our research found that there will be a pronounced shift
away from on-premises-only solutions -- which will decrease by more than one-half -and a shift toward cloud-only solutions, which will more than double. Concurrently,
hybrid deployments will also increase by a substantial amount.

©2017 Osterman Research, Inc.
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Figure 7
Disaster Recovery Solutions in Place Today and Planned for 2018

Source: Osterman Research, Inc.

WHY IS DISASTER RECOVERY MOVING TO THE CLOUD?

Disaster recovery is decidedly moving to the cloud, both as cloud-only deployments
and as part of hybrid solutions. The reasons for this shift are varied and several:
•

The need for georedundancy
One of the fundamental benefits of cloud-based disaster recovery is its ability to
enable the use of remote computing capabilities in an area far removed from an
organization's primary location. This is particularly helpful in areas that are prone
to natural disasters like hurricanes, earthquakes, tornadoes and other disruptive
events; but it’s just as useful to recover from the more common disasters like
human error, hardware failures and ransomware attacks.
While any organization can deploy a duplicate computing infrastructure in a
remote location, the cost of doing so can be prohibitive for smaller organizations
and very expensive for larger ones. The use of a cloud-based disaster recovery
solution can enable even small organizations to have a fully equipped disaster
recovery solution that will enable rapid recovery from virtually any disruptive
event, and at a cost that most can afford.

•

More IT teams are following their workloads
Numerous surveys from Osterman Research and other firms have clearly
demonstrated that IT and business decision makers increasingly want to move
critical business applications to the cloud. The growing success of major
applications like Salesforce and Office 365, for example, as well as thousands of
less critical applications, is a clear testament to the migration of key business
applications to the cloud. Given that organizations moving to the cloud generally
do not want to deploy on-premises systems to support these applications (and
often should not do so), cloud-based disaster recovery is typically more desirable
because it enables more efficient data transfer and the ability to maintain
consistency with cloud-only initiatives.

•

RTOs and RPOs are shortening
While traditional, on-premises disaster recovery solutions can be designed to
accommodate short RTOs and RPOs, cloud-based disaster recovery is well-suited
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to rapid recovery from outages and minimizing data loss an so should be
seriously considered by decision makers that need to recover from outages in the
shortest amount of time and with the least amount of data loss possible.
A key driver for this in many industries is the need to comply with a growing set
of requirements focused on maintaining the integrity of customer and other data.
As just one example, financial services firms must maintain an archive of every
customer communication – an inability to archive some of these communications
because of an outage can lead to serious consequences from regulators.
•

Employees are working more remotely
The growing proportion of employees who are working remotely, and thus are
more geographically distributed and not working at a central office location, is
growing significantly. For example, a Gallup survey1 released in early 2017 found
that in 2016, 43 percent of those surveyed worked at least some of the time
from a remote location, and that remote workers are spending a growing
proportion of their worktime outside of a conventional office location. Cloudbased disaster recovery and other cloud solutions are simply better suited to
supporting a geographically disparate set of employees and other remote
workers than are their more conventional, on-premises counterparts.

•

Cloud-based disaster recovery is viewed as a better way to recover
from ransomware
Our research found that 31 percent of organizations believe that disaster
recovery in the cloud is a better way to recover from ransomware. A December
2017 report from Malwarebytes found that there has been a 1,989 percent
increase in the amount of ransomware it has detected since 2015, and that there
has been a 94 percent increase in the number of average monthly ransomware
detections since 2016. Clearly, ransomware is a critical business problem that is
only getting worse.
The idea that cloud-based disaster recovery is a better way to recover from
ransomware is one with which Osterman Research wholeheartedly agrees. By
enabling disaster recovery in the cloud, organizations face far less risk of having
their disaster recovery infrastructure also infected by ransomware and can get
back to normal operations quickly, giving IT the time it needs to remediate the
ransomware infection in their primary infrastructure. While security and training
need to be adequate to prevent ransomware in the first place, disaster recovery
needs to be a central component of any organization’s ransomware plan.

Ransomware
is a critical
business
problem that
is only getting
worse.

IS THERE A “BEST” DEPLOYMENT MODEL?

While more and more organizations are opting for a cloud-based disaster recovery
model, it’s difficult to identify the “best” way to deliver these capabilities, since each
model has its own advantages, as summarized in Figure 8:

1

https://www.seattletimes.com/business/more-people-are-working-remotely-survey-finds/
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Figure 8
Comparison of Disaster Recovery Delivery Models
Model
•
•
•
Software
•

•
•
Appliance
•

•
•
•
Cloud

•
•
•

Comments
Wide variety of solutions available
Potentially the least expensive approach, particularly if
existing servers can be repurposed
Potentially more expensive to manage because of the use
of in-house IT staff and/or if remote data centers must be
maintained
Potentially more expensive than cloud-based solutions if
the architecture chosen to support a large number of
geographically distributed sites each require their own
BC/DR server
Potentially faster and easier to deploy than softwarebased solutions
Potentially less expensive to deploy than software-based
solutions when IT evaluation and deployment costs are
added in
Potentially more expensive than cloud-based solutions if
the architecture chosen to support a large number of
geographically distributed sites each require their own
BC/DR appliance
Typically, the fastest and easiest solution to deploy
Potentially less expensive to deploy and manage than onpremises solutions, particularly for smaller organizations
Easiest solution for internal IT staff because a third-party
manages the solution
Private cloud and hybrid cloud options enable greater
flexibility for deployment
Reduces on-premises power and hardware requirements
May be more expensive than on-premises solutions for
large organizations, but often are not

Source: Osterman Research, Inc.

SUMMARY AND CONCLUSIONS
Disaster recovery is an essential best practice for any organization, regardless of its
size or the industry in which it operates. The research conducted for this survey
report found that disaster recovery is becoming more critical to organizations in a
variety of ways:
•

Businesses increasingly need rapid recovery for key business applications
following an outage.

•

RTO and RPO are becoming significantly shorter, clearly indicating that decision
makers are becoming less tolerant with regard to the amount of data loss and
downtime resulting from an outage.

•

Disaster recovery is viewed as an essential mechanism for recovering from the
debilitating effects of ransomware, human errors and other IT-related problems.

Moreover, a growing proportion of organizations are turning to hybrid solutions of onpremises and cloud-based solutions as their preferred method for delivering disaster
recovery services.
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ABOUT ARCSERVE
Arcserve is a leading provider of data protection and recovery software that provides
organizations with the assurance that they can recover their data and applications
when needed. Launched in 1990, Arcserve provides a comprehensive solution for
cloud, virtual and physical environments, on premise or in the cloud, backed by
unsurpassed support and expertise. Arcserve Unified Data Protection (UDP), available
on Arcserve’s appliance or your hardware, drives a full range of highly efficient and
integrated data protection capabilities through a simple, web-based user console.
Arcserve has a customer base of 26,000 end users in more than 150 countries and
partners with over 7,500 distributors, resellers and service providers around the
world. Arcserve is headquartered in Minneapolis, Minnesota with offices around the
world. Visit www.arcserve.com.

© 2017 Osterman Research, Inc. All rights reserved.
No part of this document may be reproduced in any form by any means, nor may it be
distributed without the permission of Osterman Research, Inc., nor may it be resold or
distributed by any entity other than Osterman Research, Inc., without prior written authorization
of Osterman Research, Inc.
Osterman Research, Inc. does not provide legal advice. Nothing in this document constitutes
legal advice, nor shall this document or any software product or other offering referenced herein
serve as a substitute for the reader’s compliance with any laws (including but not limited to any
act, statute, regulation, rule, directive, administrative order, executive order, etc. (collectively,
“Laws”)) referenced in this document. If necessary, the reader should consult with competent
legal counsel regarding any Laws referenced herein. Osterman Research, Inc. makes no
representation or warranty regarding the completeness or accuracy of the information contained
in this document.
THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. ALL EXPRESS OR
IMPLIED REPRESENTATIONS, CONDITIONS AND WARRANTIES, INCLUDING ANY IMPLIED
WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, ARE
DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE DETERMINED TO BE
ILLEGAL.

REFERENCES
i
ii

iii

iv

http://fortune.com/2017/06/27/maersk-petya-ransomware-cyber-attack/
http://www.dailymail.co.uk/sciencetech/article-4276368/Amazon-reveals-TYPO-causedmassive-server-crash.html
http://www.popularmechanics.com/flight/airlines/news/a26740/power-outage-britishairways/
https://www.npr.org/sections/thetwo-way/2017/09/13/550674848/power-outages-persistfor-millions-in-florida-georgia-and-carolinas-after-irma

©2017 Osterman Research, Inc.

11

